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[bookmark: _Toc225346690]Policy Statement: 

[bookmark: _Hlk61267878]It is the policy of Camphill Communities of Ireland [CCoI] to provide a safe and secure environment for community members, employees, Co-Workers, and volunteers and all those who enter CCoI’s communities & premises. Closed Circuit Television (CCTV) may be installed on these premises, if necessary, to support this policy. 
CCoI must comply with all applicable data protection, privacy and security laws and regulations (collectively referred to as requirements) in the communities in which it operates. In meeting these requirements CCoI must ensure that the community members, employees, Co-Workers, and volunteers have their rights protected and do so in the least restrictive manner possible, bearing in mind the individual needs of each person.
[bookmark: _Toc225346691]Purpose: 

The purpose of this policy is to outline the CCoI safeguards in place in regard to the operation of and access to CCTV systems, and the resultant images. 
Closed Circuit Television is a valuable management and security tool. Garda Crime Prevention Officers normally recommend the installation of a C.C.T.V. system as part of a series of security recommendations generally intended to prevent or detect crime. 
[bookmark: _Int_VwoPyCEE]It is the policy of CCoI that the use of CCTV be legal, proportionate and evidence based. CCTV systems may be installed both internally and externally in premises, and on transport, for the purposes of enhancing security of people, of the building and its associated environment.
The use of CCTV is controlled by the Data Protection Acts of 1988 and 2003 and the General Data Protection Regulations 2018. Recognisable images captured by CCTV systems are personal data therefore the property of the data subject [community members, employees, Co-Workers, and volunteers and all those who enter CCoI’s communities & premises]. They are therefore subject to the requirements of the Data Protection Acts.
As the data controller [person who controls the contents and use of the CCTV, [for the purpose of this policy the Data Controller is CCoI], CCoI needs to be able to justify the obtaining and use of personal data by means of a CCTV system. A system used to control the perimeter of a building for security purposes will usually be easy to justify, as long as it is not focused on members of the public or on other people’s private property. The use of CCTV systems in other circumstances, for example, to constantly monitor people using services or employees, is more difficult to justify and could result in a breach of the Data Protection Acts.
[bookmark: _Toc225346692]JUSTIFICATION: 

Article 5(1)(c) of the General Data Protection Regulation requires that Data is processed in a manner that is adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.  
To this end CCTV will be limited such that it does not violate the reasonable expectation of privacy where appropriate.
[bookmark: _Toc225346693]Scope: 

This policy applies to all CCoI community members, employees, Co-Workers, and volunteers, contractors, sub-contractors, agency staff and authorised third party commercial service providers and other persons who may or entities when receiving, handling, or processing personal data as defined by the GDPR and relates directly to the location, use and purpose of CCTV and the monitoring,  recording,  processing and subsequent use of Recorded Data recorded by the CCTV.
This policy should be read and implemented in conjunction with the CCoI Data protection Policy, Data Breach Policy, these policies apply to all forms of data including computer, manual and CCTV records.
CCTV access will be limited to a restricted number of key personnel. Data will only be accessed on a needs only basis and access will be logged.  Copies of Data will be made only under strict conditions and adhering to the GDPR.  Copies of CCTV footage will not be copied, stored or transmitted other than via a secure appropriate method/medium with Data security in mind. 
Logs will be maintained of access to and extraction of data.  Access should be only made via identifiable user logins and use of a standard logon using a common generic shared user id and password is not permitted.  CCTV screens displaying capture of images shall not be on display in public spaces or public facing areas where said footage is viewable by visitors, members of the public, community members or staff not authorised to view said footage.
Covert surveillance will only be carried out in a very exceptional circumstance and if this is to be carried out it must be for a specific legitimate purpose and strictly only under the approval of senior Management and after carrying out a legitimate interest report balancing the data subjects rights against the legitimate interests of the capture of CCTV footage.
A copy of this CCTV Policy will be available via a link on the Camphill Website and available to Community Members and Staff.
[bookmark: _Toc225346694]6 Accountability & Responsibility
[bookmark: _Toc61366298][bookmark: _Toc225346695]Chief Executive Officer [CEO]

As the organizations' accountable officer, the CEO has overall responsibility for ensuring adequate procedures and processes are in place to enable adherence to this policy 
[bookmark: _Toc61366299][bookmark: _Toc225346696]Senior Managers [e.g., Head of Service/Area service Managers] 

· Ensure appropriate measures are in place to govern, communicate and implement this policy 
· [bookmark: _Toc61366300]Person in Charge 
· Ensure that they and all employees within their responsibility are familiar with the contents of this CCTV policy and are working to adhere to this policy and procedure.
· Provide guidance and support to staff on how to implement the policy and procedures with each CMSN and their families
· Collaborate with the Multi-Disciplinary Team and other relevant parties in the management of CCTV in their communities.
· They must notify their Line Manager, Head of Services and CEO of any incident where a breach of this policy has occurred.  (A breach can arise as a result of unauthorized access, sharing, copying, deletion, damage, removal, destruction or tampering with recording equipment or of otherwise making the footage unavailable).
· Must ensure the CCTV system is operational at all times, regularly monitored, assessed and reviewed as authorised by the Head of Services. 
· Ensure that servicing and repairs are carried out as necessary to the CCTV system by licensed contractors
· Ensure prominent signage is in place
· To ensure a Data Protection Impact Assessment of risk is carried out where required. 
· Ensure that all regulatory requirements are adhered to. 

[bookmark: _Toc61366301][bookmark: _Toc225346697]Team Leaders & House Coordinators 

· Ensure that they and all the staff within their responsibility are familiar with the contents of this CCTV Policy and are working to adhere to this policies procedure.
· Provide guidance and support to staff on how to implement the policy and procedures with each CMSN and their families
· Collaborate with the Multi-Disciplinary Team and other relevant parties in the management of CCTV in their communities.
· Must notify their Line Manager, Head of Services and CEO of any incident where a breach of this policy has occurred. 
· Ensure that risk management plans and associated control measure requirements are carried out and reviewed at regular intervals

[bookmark: _Toc225346698]Staff Members 

· To be familiar with this policy and to adhere to procedures and processes in the prevention and management of CMSN’s going missing
· Must notify the Person in Charge/On call Manager of any suspected or confirmed incident of where a breach of this policy has occurred. 
· To support community members in their understanding of this policy and its procedures.
[bookmark: _Toc225346699]Procedure

[bookmark: _Toc225346700]Purpose of CCTV: 

Where a CCTV system is operated on premises occupied by CCoI it is for the sole purpose for the safety and security of community members, employees, Co-Workers, and volunteers, buildings, information located or stored on the premises, and assets.
The CCTV system may be used to investigate security incidents in order to secure evidence, should such incidents occur. Video evidence can help with security enquiries or investigations and assist in securing criminal convictions.
In exceptional circumstances, where it is considered appropriate, a CCTV system may be used to visually monitor the health and/or behavior of people we support. These images may be captured and processed on the CCTV system.  Not all images/audio will be recorded but where recording occurs recordings will be reviewed by nominated personnel who are involved in the therapeutic intervention and will only be used for this purpose.  Written consent for such processing and/or recording of such data will be sought beforehand from the person themselves and/or from their parent/ guardian/ advocate and the head of Services.

Purposes for which CCTV will be used include, Protecting Buildings and Assets. Detecting and preventing vandalism, criminal damage and criminal behavior including illegal dumping.  Prevention and prosecution of acts of burglary, theft or other criminal activity and to assist in identifying, apprehending and prosecuting offenders.  To ensure the health and safety of employees, community members and visitors.  To reduce incidents of crime, antisocial behavior and bullying.

[bookmark: _Toc61366304][bookmark: _Toc225346701]Proportionality: 
[bookmark: _Toc61366305][bookmark: _Toc225346702]Is a CCTV System justified?

Section 2(1)(c)(iii) of the Acts require that data are "adequate, relevant and not excessive" for the purpose for which they are collected. This means that CCoI must be able to demonstrate that the serious step involved in installing a system that collects personal data on a continuous basis, is justified. Before proceeding with such a system, it should also be certain that it can meet its obligations to provide data subjects, on request, with copies of images captured by the system.
[bookmark: _Toc61366306][bookmark: _Toc225346703]What will the System be used for?

If CCoI is satisfied that it can justify installing a CCTV system, it must consider what it will be used for and if these uses are reasonable in the circumstances. Security of premises or other property is probably the most common use of a CCTV system. Such a system will typically be intended to capture images of intruders or of individuals damaging property or removing goods without authorisation. Such uses are more likely to meet the test of proportionality.
Other uses may fail the test of proportionality. For example, using a CCTV system to constantly monitor community members is highly intrusive and would need to be justified by reference to special circumstances. If the monitoring is for health and safety reasons, CCoI must demonstrate that the installation of CCTV is proportionate in addressing health and safety issues that have arisen prior to the installation of the system. 
[bookmark: _Toc61366307][bookmark: _Toc225346704]What Images will be captured?
The location of cameras is a key consideration. Use of CCTV to monitor areas where individuals would have a reasonable expectation of privacy would be difficult to justify. A person’s home, toilets and bathrooms are obvious examples. To justify use in such an area, CCoI would have to demonstrate that a pattern of security breaches had occurred in the area prior to the installation of the system such as would warrant constant electronic surveillance. Where such use can be justified, CCTV cameras should never be capable of capturing images from cubicles or urinal areas. CCTV should not be used in place of supervision that a person might need.
Cameras placed so as to record external areas should be positioned in such a way as to prevent or minimize recording of passers-by or of another person's private property.
[bookmark: _Toc61366308][bookmark: _Toc225346705]Transparency / Signage

In compliance with the Lawfulness, Fairness and Transparency Principle (Article 5,1(a)) of the GDPR individuals (Data Subjects) whose images may be captured on CCTV must be made aware of the potential processing in advance of the possibility that their data may be recorded such that they can decide whether they consent to the processing or withdraw their consent by not entering into an area where that footage may be captured. 

By having notification/signs positioned strategically such that the Data Subject is given advance notice this will allow the Data Subject to withdraw consent and to not enter that location or the premises or area of coverage.

Section 2D of the Acts requires that certain essential information is supplied to a data subject before any personal data is recorded. If the identity of the data controller and the usual purpose for processing such as security, is obvious, the sign must display an image of a CCTV camera, a statement that CCTV is in operation as well as a contact (such as a phone number) for persons wishing to discuss this processing. This contact can be with either the security company operating the cameras or the owner of the premises i.e., CCoI community contact number.

If the purpose or purposes is not obvious, there is a duty on the CCoI to make this clear. A CCTV camera in a premise is often assumed to be used for security purposes. Use for monitoring community members or employee/co-worker/volunteer performance / conduct is not an obvious purpose, community members or employee/co-worker/volunteer must be informed before any data are recorded for this purpose. Similarly, if the purpose of CCTV is also for health and safety reasons, this should be clearly stated and made known.

This can usually be achieved by placing easily read and well-lit signs in prominent positions. A sign at all entrances or locations where they will be clearly seen by community members, employees, Co-Workers, and volunteers and the public is in use will normally suffice.

Additionally, signs will display, that CCTV is in operation, the contact details of the DPO, who is the operator of the scheme, who the footage may be shared with, the purposes of processing and the retention period.

[bookmark: _Toc61366309][bookmark: _Toc225346706]Storage / Retention 

Section 2(1)(c)(iv) of the Data Protection Acts states that data "shall not be kept for longer than is necessary for" the purposes for which they were obtained. CCoI will need to justify this retention period.  Therefore, unless the images are required for evidential purposes in legal proceedings, they will not be retained beyond a maximum of 90 days.  Justification for retention may include it being subject to a SAR and there is a requirement to hold the data until the SAR is satisfied. Other circumstances when it may be necessary to retain the data for longer periods can be if it is necessary to investigate or defend or prosecute a legal action or if retention is required subject to a court order.
The data should be stored in a secure environment with a log of access kept. Access should be restricted to authorised personnel. 
Any equipment containing hard drives which were used to record footage must only be disposed of via a certified destruction from and approved company who operates and provides such a service and certificates of destruction. (furthermore such a company must enter into a Data Processing Agreement with Camphill prior to handing data).
[bookmark: _Toc61366310][bookmark: _Toc225346707][bookmark: _Int_vc03hZkE]Supply of CCTV Images to An Garda Síochána

If the Garda Siochana needs access to CCTV images for a specific investigation, it is up to CCoI to satisfy itself that there is a genuine investigation underway. Supplying, as opposed to permitting viewing of CCTV images to an Garda Siochana should be by written request which states that a criminal investigation is being carried out.
In cases where requests are made by an Garda a special from should be supplied to them requesting that it be completed, signed by a senior Garda at the requesting station and stamped with the Station Garda Stamp.
If a verbal request is acceded to, where there is a degree of urgency, a formal written request should be obtained afterwards. For practical purposes, a phone call to the requesting Garda's station may be sufficient, provided that you speak to a member in the District Office, the station sergeant, or a higher-ranking officer, as all may be assumed to be acting with the authority of a District/Divisional Officer in confirming that an investigation is authorised.
All requests for CCTV data must be reported to the manager who must inform the Head of Services & Data Protection Officer prior to any data being viewed or released from CCoI.
CCTV footage should not be sent on an unencrypted device if it is required to be sent, if the footage is given directly to a member of an Garda it is assumed that it is then in safe custody and an Garda then assume the role of Data Controller for that specific copy of CCTV footage.
[bookmark: _Toc61366311][bookmark: _Toc225346708]Access Requests

Access requests should be submitted via dpo@camphill.ie. No unauthorized persons should be granted or given access to or copies of CCTV recordings.  All access should be logged.
Under no circumstances should recordings be played or copied onto personal devices including mobile phones and no screenshot recordings should be made onto a mobile phone of a recording being played back on the CCTV system.   Furthermore, no CCTV footage may ever be transmitted via applications such as WhatsAppor or other mobile phone apps nor shared via email including Gmail.  No recordings should be copied onto any USB device other than one that is encrypted and password protected.
Access is restricted to authorised personnel, only a named Senior Manager (after consulting with the Services Data Protection Officer) is able to grant, alter or annul any access rights of any persons. It is important that access to and disclosure of images to third parties are strictly controlled and documented. 
Access to these images and sound will normally be through the following:  

· Data Protection access request [see CCoI data protection policy for more information]
· Court Order for Discovery,  
· Freedom of Information access request,  
· [bookmark: _Int_zDjmqr1M]An Garda Siochana when investigating a criminal offence.
· In certain circumstances images may be disclosed to those carrying out a formal internal investigation or disciplinary procedure, where it can reasonably be expected that the disclosure of the images may help the investigation or prosecution or otherwise of a sufficiently serious disciplinary offence or of a criminal offence.

Any person whose image has been recorded has a right to be given a copy of the information recorded. To exercise that right, a person must make an application in writing
Practically, a person should provide necessary information to CCoI such as the date, time, and location of the recording. If the image is of such poor quality as not to clearly identify an individual, that image may not be considered to be personal data.
CCoI may provide a person with a copy of his/her data in a number of formats, a still/series of still pictures, a tape, or a disk with relevant images. However, other people's images should be obscured before the data are released or this will lead to a data breach.
The following information should be logged where access is provided:

· Person accessing/copying the data.
· The Data and time of the access/copying.
· The method of delivery to the requestor and any encryption or security measures taken.
· Record the reason for disclosure.
· Record the details of the image and sound disclosed i.e. the date, time and location of the image.
· Record who was present when the images were disclosed.
· Record whether any images were disguised/blurred to prevent identification of individuals other than the data subject. If it is not possible to disguise the images, an external company may be contracted to facilitate this. This will need to be recorded.
· Requests will not be complied with where there are insufficient details supplied relating to the date and time of the recording.  Correspondence is to be sent to the requester advising them of this.
· All requests whether they are or can be completed must be acknowledged within the prescribed 30 day period.  Additionally in the event that data is not available or can not be released this must also be communicated within the prescribed time.

[bookmark: _Toc61366312][bookmark: _Toc225346709]Covert Surveillance

[bookmark: _Int_jKK5Nav5][bookmark: _Int_SCMT2pvr]The use of recording mechanisms to obtain data without an individual's knowledge is generally unlawful. Covert [concealed camera] surveillance is normally only permitted on a case-by-case basis where the data is recorded for the purposes of preventing, detecting, or investigating offences, or apprehending or prosecuting offenders. This provision automatically implies an actual involvement of An Garda Síochána or an intention to involve An Garda Síochána.
Covert surveillance must be focused and of short duration. Only specific (and relevant) individuals / locations should be recorded. If no evidence is obtained within a reasonable period, surveillance should cease.
For crime prevention overt C.C.T.V systems are usually more suitable whereas discreet or covert systems are more appropriate for crime detection and prosecution.

· Covert – the camera is concealed
· Discreet – the presence of the camera will be known to some people, but its appearance will not automatically suggest its purpose
· Overt – the appearance of the camera will be designed to clearly indicate its function and maximize the deterrent effect




[bookmark: _Toc61366313][bookmark: _Toc225346710]Domestic use of CCTV Systems

The processing of personal data kept by an individual and concerned solely with the management of his/her personal, family or household affairs or kept by an individual for recreational purposes, is exempt from the provisions of the Acts. This exemption generally applies to the use of CCTVs in a domestic environment. However, the exemption may not apply if the occupant works from home, or the images collected from CCTV are of neighbor’s or members of the public. The images are the property of those individuals.
[bookmark: _Toc61366314][bookmark: _Toc225346711]Purpose Limitation

CCTV system must not be used for any other purpose than the purpose for which it was authorised.  The Data Regulations state that where CCoI authorises CCTV to be used legitimately for security related purposes at the perimeters of buildings use beyond this purpose must be fully justifiable and evidence-based with a very high threshold for such evidence i.e.  CCTV installed and authorised for security reasons cannot be used to monitor employee activity.
CCoI will need to demonstrate that the installation of CCTV to monitor individuals’ homes should respect the privacy of the individual and should not be used in bedrooms or bathrooms. There must be special circumstances of a very specific nature that would need to demonstrate that the installation of CCTV is proportionate in addressing specific health and safety concerns prior to the installation of CCTV. Ongoing recording of a person would not be considered compliant with the Data Protection legislation.
[bookmark: _Toc61366315][bookmark: _Toc225346712]CCTV Location

It is essential that CCTV equipment is sited in such a way that it only monitors those areas intended to be covered by the equipment. If it is not possible to restrict coverage, the owner of a property or space being overlooked should be consulted.  If cameras are adjustable, this should be restricted in such a way that it is not possible to manipulate them to overlook areas not intended to be covered.
[bookmark: _Toc61366316][bookmark: _Toc225346713]Consent

Where possible the consent of the person being recorded must be obtained if CCTV is to be used. Disclose the existence and usage of the CCTV camera to the person, his/her next of kin, advocate, and relevant others. In the case of obtaining informed consent, it will be necessary to refer to the Assisted Decision-Making (Capacity) Bill 2013 for guidance. The fair processing requirements of the Data Protection Acts require that individuals be informed of the purpose of the CCTV camera. Please refer to CCoI Policy on Supported Decision Making for more information.

[bookmark: _Toc61366317][bookmark: _Toc225346714][bookmark: _Int_LLiJbABl]CCTV for Purposes of Health & Safety or Care & Welfare.

Prior to authorising a CCTV system to be installed in an area where community members, employees, co-workers, and volunteers may be monitored/recorded, a full multi-disciplinary team review must be held where the operational requirements and the right to privacy of the individuals concerned is considered and a judgement is made. Authorisation must be granted by the head of services and the following steps should be completed and documented:
[bookmark: _Toc61366318][bookmark: _Toc225346715]A Risk Assessment.

A risk assessment assessing the risk which indicated the necessity of the CCTV system, i.e., health & Safety or care & welfare of an individual/s. Documentary evidence of previous incidents giving rise to the concerns must be included.
[bookmark: _Toc225346716]Data Processing Agreement [DPA].
If a CCTV system at a Community is operated by an organization other than Camphill then a DPA will need to be put in place and signed by both parties. 
[bookmark: _Toc61366319][bookmark: _Toc225346717]A Data Protection Impact Assessment [DPIA].
[bookmark: _Int_Y9jcDDqS]A-35 of the General Data Protection  Regulation (“GDPR”) prescribes that a Data Protection Impact Assessment [“DPIA” Appendix 1] shall be conducted by CCoI prior to where a type of data processing, in particular using new technologies, is likely to result in a high risk to the rights and freedoms of individuals. The GDPR also sets out a number of speciﬁc instances in which controllers must conduct a DPIA. If required, a DPIA must be completed prior to the commencement of the relevant data processing.
[bookmark: _Int_fuDJbt8M]In addition, in accordance with GDPR Article 35(4), the DPC has determined that a DPIA will also be  mandatory for the Systematically monitoring, tracking, or observing individuals’ location or behavior.
[bookmark: _Toc61366320][bookmark: _Toc225346718]Steps involved in carrying out a DPIA?

[bookmark: _Int_OdUBvFhy]The GDPR sets out the minimum features of a DPIA [Article 35[7][Appendix 1]
· “a description of the envisaged processing procedures and the purposes of the processing”
· [bookmark: _Int_wexXRpBx]“an assessment of the necessity and proportionality of the processing”
· [bookmark: _Int_psJNvVKd]“an assessment of the risks to the rights and freedoms of community member”
· [bookmark: _Int_Nw4yFk1M]“the measures envisaged to:
· What problem is the system intended to address?
· Have alternative systems been investigated?
· Where is the data stored, is it Cloud based and if so is it in the EEA?
· “Address the risks”.
· Is a less intrusive approach possible or is the installation justified?
· Could a less intrusive solution achieve the same outcome?
· Has the scope of recording been restricted to exclude public areas?
· Is there a time restriction on recording.
· Is Access restricted to the system?
· Is the system in a secure location?
· If the system is to be operated by an external company is there a signed DPA in place?
· Have Staff, Community members been made aware of the new system?
· Is there appropriate and sufficient signage?
· “Demonstrate compliance with this Regulation”.

[bookmark: _Toc61366321][bookmark: _Toc225346719]CCTV Statement of Purpose [SOP].

A specific Data Protection SOP must be drawn up for use of CCTV in a limited and defined set of circumstances i.e., CCTV recording in an individual’s home. This SOP should include information on the rational for the use of CCTV, guidelines on usage, data access, documented data retention and disposal information for the footage if recorded and retained. 
This document must be signed and dated by the authorising Head of Services, Regional Manager, Person in Change and Multi-Disciplinary Team representative. 
[bookmark: _Toc61366322][bookmark: _Toc225346720]Restrictive Practice

The use of CCTV in an individual’s home is a restrictive practice. The individual’s right to privacy and dignity is restricted. Please refer to the CCoI Policy on Restrictive Practices for guidance on monitoring restrictive practices and statutory notifications to HIQA etc.

[bookmark: _Toc61366323][bookmark: _Toc225346721]CCTV Installation

C.C.T.V is a complex matter and great care should be taken before installation. The decision to install a C.C.T.V system should be made only when the purpose for which it is intended has been decided. Clearly defined “Operational Requirements” should be agreed between the Head of Services and the management Team before installing any such equipment and included in the SOP.  
The choice of cameras, monitors, recording equipment and storage medium [USB-Hard Disc-Video etc.] will be governed by the defined “Operational Requirements”.   Operational Requirements determine which areas necessitate monitoring, detection, recognition or identification standard of viewing and recording.
A Data Processor Agreement must be in place with the Company providing monitoring and maintenance services on the CCTV prior to the commencement of the contract. A Security company acting on behalf of CCoI are considered to be “data processors”, therefore are bound by the Data Protection Act & GDPR. 
[bookmark: _Toc61366324][bookmark: _Toc225346722]The following guidelines should be observed to maximise the benefits of the CCTV system:

· [bookmark: _Hlk61354522]Control of the CCTV system should be coordinated from a central point i.e., PIC/Managers office where possible.
· To ensure against data breaches access to all equipment should be strictly controlled by nominated personnel i.e., PIC/Manager. Ensure that the CCTV camera is incapable of transmitting images other than to a stationary monitor within the building/house and ensure that the monitor is only visible to staff members.  responsible for the health and welfare of the person.
· All recording facilities and recorded data should be held in locked purposely constructed security cabinets and out of public view
· System integrity is vital. A register of the recorded data, whether on tape or disc, and people handling them should be kept. Failure to ensure the integrity of the data can lead to it being inadmissible in any subsequent legal proceedings if required.
· The quality of all recordings should be checked regularly. Is the time and date function accurate? Ensure it is used only at specifically agreed times, as appropriate, and necessary. 
· Where possible integrate the CCTV system with the intruder alarm. An alarm activation can then trigger selected cameras to record in real time.
· Regular servicing and maintenance, usually every 2000 hours, is necessary.  Where V.C.R tapes are in use they should be replaced regularly.  Follow guidance from the installation company. 
· Never delay in reporting system faults.
· Monitors should be correctly positioned for viewing. 
· Audit the system regularly and review the operational requirements. Discontinue CCTV use as soon as its use is no longer required.
· 
[bookmark: _Toc225346723]RIGHT TO COMPLAIN

Please contact Camphill DPO dpo@camphill.ie in the first instance to see if an amicable solution can be found to any issue or complaint.
You may also make a complaint to the Data Protection commission (DPC) if you have concerns about how your request was processed or if you are unhappy with the outcome of your request.
You can contact the Data Protection commission (DPC) in Ireland by phone at (01) 7650100 or 1800 437 737 for general inquiries, use the online webform for complaints, or send a letter to their Dublin Office at 6 Pembroke Row, Dublin 2, D02 X963. For complaints, you must submit them in writing through the webform or by post, as the can not be taken over the phone.
‘http://www.dataprotection.ie/en/contact/how-contact-us
[bookmark: _Toc61366325][bookmark: _Toc225346724]Sign Off

· Original policy prepared by the National Quality & Safety Lead and Policy Compliance Officer.
· Reviewed by the CCOI Leadership Team i.e., Chief Executive Officer, Head of Services, Head of Finance, Head of Human Resources, National Quality & Safety Lead.

[bookmark: _Toc61366326][bookmark: _Toc225346725]Related Documents:

· CCoI Policy on Data Protection
· CCoI Policy on Record Keeping
· CCoI Policy on Data Breach Management
· CCoI policy on Restrictive Practices
· CCoI Policy on Safeguarding Vulnerable Adults
· CCoI Easy Read Policy on Use of CCTV in CCoI
· Standard 2.2 of the National Standards for Residential Services for Children and Adults with Disabilities (HIQA, 2013), requires that any policy on the use of closed-circuit television (CCTV) is informed by relevant legislation and that where CCTV systems are used, they do not intrude on privacy.
https://www.hiqa.ie/reports-and-publications/standard/national-standards-residential-services-children-and-adults 
· Health Information Quality Authority Guidance on promoting a care environment that is free from restrictive practice. Disability Services. March 2019
https://www.hiqa.ie/sites/default/files/2019-03/Restrictive-Practice-Guidance%20_DCOP.pdf 
· Health Act 2007 (Care and Support of Residents in Designated Centers for Persons (Children and Adults) with  Disabilities) Regulations 2013
http://www.irishstatutebook.ie/eli/2013/si/367/made/en/print 
· Mental  Health Commission  Rules Governing the use of Seclusion and Mechanical  Means of Bodily Restraint (2009). Rules Governing the Use of Seclusion and Mechanical Means of Bodily Restraint, Issued Pursuant to Section 69(2) of the Mental Health Act, 2001.
https://www.mhcirl.ie/File/Revised_Rules_SecMR.pdf 
· Guidelines on Data Protection Impact Assessment (DPIA) (wp248rev.01)
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236 

[bookmark: _Toc61366327][bookmark: _Toc225346726]Glossary of terms and definitions:

· CCTV-Closed Circuit Television.
· GDPR – General Data Protection Regulations.
· SOP – Statement of Purpose
· DPIA – Data Protection Impact Assessment.
· Multi-Disciplinary Team - A multidisciplinary team or MDT for short is simply a diverse group of professionals working together. The MDT would aim to deliver person-centered and coordinated care and support for the person with support needs.
· Data - means information that can be held on an automated device or held manually.
· Personal data - means data relating to a living individual who is or can be identified either from the data or from the data in conjunction with other information that is in, or is likely to come into, the possession of the data controller.
· Data subject - is an individual who is the subject of personal data - Employees & Community members.
· Data controller - is a person who (either alone or with others) controls the contents and use of personal data, for the purpose of this policy the Data Controller is Camphill Communities of Ireland [CCoI].
· Data Protection Officer [DPO] - Person responsible for ensuring compliance with legislation.
· Data Processor - Any 3rd party who processes data on behalf of Data Controller e.g., HSE & HIQA.  
· Disclosure - In relation to personal data, includes the disclosure of information extracted from such data and the transfer of such data but does not include a disclosure made directly or indirectly by a data controller or a data processor to an employee or agent of his for the purpose of enabling the employee or agent to carry out his duties; and, where the identification of a data subject depends partly on the data and partly on other information in the possession of the data controller, the data shall not be regarded as disclosed unless the other information is also disclosed.
· A data breach - means a security incident in which sensitive, protected, or confidential data is copied, transmitted, viewed, stolen, or used by an individual unauthorized to do so.
· Processing, of or in relation to information or data - means performing any operation or set of operations on the information or data, whether by automatic means, including-
· obtaining, recording, or keeping the information or data,
· collecting, organising, storing, altering, or adapting the information or data,
· retrieving, consulting, or using the information or data,
· disclosing the information or data by transmitting, disseminating, or otherwise making it available.
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	Revision No.
	Approval Date:
	Document References and 
Changes Made
	Name:

	1.0
	13/01/2014
	Approval 
	Joe Lynch PIB Council of CCoI

	1.1
	24/08/2015
	Minor changes
	Brigitta O’Connor

	1.2 
	30/09/2017
	Reviewed – no changes
	NP&SCC

	2.0
	11/01/2021
	Full Policy review in line with General Data Protection Regulations 2018.
	Quality & Safety Lead and Compliance Policy Officer

	2.1
	08/01/2024
	Working draft removed, title of person responsible for implementation. 5.2 One bullet point removed. Edits to role titles. 
	Louise Makim Quality and Compliance Officer

	2.2
	05/11/2025
	Minor changes
	Dominic Plant
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I have read, understand and agree to adhere to the attached Policy, Procedure, Protocol or Guideline:
	Print Name
	Signature
	Area of Work
	Date
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